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Configuration de la borne

Premierement, il faut se rendre sur la borne sur I'IP “192.168.1.245" les logins sont
Username:”cisco” Password:"cisco”.

8° M [0 wAPSTI Wireless-AC/N Dual Rec X | == - B X
&~ = A MNonsécurisé | 192.168.1.245 2 ad A iy D

duale. Wireless Access Point
CiIsSCO

On arrive sur le setup.

Access Point Setup Wizard
N - veicome
Configuration Thank you for choosing piscu Systems, Inc. This setup wizard will help you install your Cisco
Systems, Inc Access Point.
IP Address To setup this access point manually you can cancel this wizard at any time (Not recommended).
Single Point Setup
Time Settings il E‘*
Device Password P —
Radio 1 {5 GHz )
Metwork Name MNote: This Setup Wizard provides simplified options to help you quickly get your access point up
and running. If there is any option or capability that you do not see while running the setup
Wireless Security wizard, click the leaming link provided on many of the setup wizard pages. To set further options
as you require or as seen in the leaming link, cancel the sefup wizard and go to the web-based
VLAN ID configuration ufility.
Radio 2 {2.4 GHz)
Metwork Name
w - -
Click Next to continue
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On configure la borne selon notre réseau.

Access Point Setup Wizard

Welcome

Configuration
Single Point Setup
Time Settings
Crevice Password

Radio 1 (5 GHz )

Metwork Mame

Whiralace Qacirita

+ Configure Device - IP Address

Select either Dynamic or Static IP address for your device.

o Dynamic IP Address (DHCFP) (Recommended)
(@ Static |P Address

Static IP Address: [172  |.[18 |.|o |.|16 |
Subnet Mask: 255 |.[255 |.|285 |.|0 |
Default Gateway: |1]"2 |.|16 ||ﬂ' |.|253 |
DMS: [172 | [18 |-|o B |

|

Secondary DNS (optional); | | | || | |

On met le Time Zone en France.
Access Point Setup Wizard

Welcome

Configuration

v |P Address

W Fingle Point Setup
Device Password

Radio 1 (5 GHz }

Ml Bl

4 Configure Device - Set System Date And Time

Enter the time zone, date and fime.

Time Zone: | France hd

@ (Gels The First Couniry Mame from the Time Zone You Belong)

Set System Time: @) Network Time Protocol (NTF)
) Manually

NTF Server: | 0.ciscosb.pool.ntp.org

On change le mot de passe par défaut.

Access Point Setup Wizard

Welcome -

Configuration

v IP Address

+ Singie Point Setup

" Time Settings

Radio 1 (5 GHz )
Metwork Mame
Wireless Security

VLAN ID

Configure Device - Set Password

The administrative password protects your access peint from unauthorized access. For security
reasons, you should change the access point password from its default seftings. Please write
this password down for future reference.

Enter a new device password:

Mew password needs at least 8 characters composed of lower and upper case lefters as well as
numbers/symbols by defaulf.

Mew Password: | -------- |
Confirm Password: | -------- |
Password Strength Meter: JETIT | weak

Password Complexity: [_] Enabie
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On confirme l'activation des antennes.
Confirm ( IEEES02.3at PSE or power adapter recommended ) ==

IT vou enable the 5 GHz radio with 80 MHz bandwidth and if the radio
carries a high amount of traffic, then the WAP device will need more
R power than what the IEEE 302.3af PoE standard provides (12.95 W),
..g It is highly recommended that when 80MHz channel is in use, the
= WAP dewvice should either be poweraed by a Power Adapter or an
IEEE 802 3at Power Source Equipment {(PSE). If the required power
by the WAFR device exceeds the maximum power delivered by the
PSE, then the WAP device may reboot.

[ oc | [ cancei ]

Une fois la configuration terminée, nous avons une alerte pour nous prévenir du
changement de I'ip pour accéder a l'interface.

Alert ' >

After yvou click Ok, the AP configuration will be updated including the
o management IF address. The wizard will close and you will need o use
the new IP address- 172.16.0.18 to access the AP Web Ul

Jai personnellement fait un DNS pour acceder au WEB Ul via “ciscospot”

& D [ WAP371 Wirefess-AC/M DualRs: X | —F - - 2
< 3 A Non sécurisé | ciscospot/ a® T i d Ca = S =ia

st Wireless Access Point
cisco usemame: [

—

Sur l'interface nous allons changer le hostname via Administration > System
Settings.

el \WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup

Run Setup Wizard

System Settings

» Status and Statistics
: Sta - Host Name: Iciscospot | (Range: 1-63 Characlers)
System Seffingst™ —— System Contact : I | (Range: 0-255 Characters)
User Accounts
Time Seftings System Location: I | (Range: 0-255 Characters)
Log Settings

Craail Alark
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Dans Administration > HTTP/HTTPS Service, nous allons désactivé le http et
rediriger sur le https.

AF RN A AL Lt

HTTP/HTTPS Service
Run Setup Wizard H A
* Status and Stafistics Global Settings
sk i Maximum Sessions: - (Range: 1-10, Default 5)
System Settings - q 2
Uszer Accounts . ) .
; Session Timeout: 10 Minute (Range: 1-50, Default 10)
Time Settings - ke M4
Log Settings
Email Alert HTTP Service
LED Display
HTTP/HTTPS Servi ST k| HTTF Server: == | Enable
Management Access Contl
Manage Firmyare HTTF Port (Range: 1025-65535, Default: 80)
DownloadBackup Configu . )
Configuration Files Prope rl Redirect HTTP to HTTPS: -
Copy/Save Configuration
Reboot HTTPS Service
Discovery - Bonjour
Packet Capture HTTPS Server: Enable
‘Support Information
©LAN HTTES Port - 443 (Range: 1025-85535, Default 443)
+ Wireless
Save
+ System Security
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Configuration des cellules wifi

De base dans le setup de la borne deux SSID sont créé un 2,4GHz et un 5Ghz.
Dans Wireless > Networks, Je les modifient avec le VLAN 80(vlan wifi), le ssid
name , la version WPA2-AES avec un mot de passe fort(minimum 16 caracteres)

Getng et Networks

fup S W
¥ mmm Select the radio interface first, and then enter the configuraion parameters.
v— Radio: (® Radio 1(56Hz)

() Radio? (24 GHz)

‘VAPN:) era [VLAID | SoDare |SSIHBmadcasi‘ Secutty ‘MACHIter ‘Channsi st

OO s0 Wi Assumer 5tz WPAPesonal v Disabed v

Virelss Muticast Fovar
Schedulr “Hide Defals
Bandhi fo WPA Versions: (] WRATKIP = WPA-AES
W&GM /(Y [ Fe— (Range: 8-63 Characters
WDS Bridge
mﬁﬁtﬂupﬂﬂdﬂe’-‘ 7] Show Key as Clear Text
05 " Kay Strength Meler. TN stong
" System Securiy ‘ Broadcast Key Refrech Rate 85400 Sec (Range: (-86400, 0 = Disable, Defauft 86400)
* Clent 0o WFP: [ NoiRewuied [ Capatle [ Requied
P ‘ Ad || Edt || Dekle
» ooafosin.. || (it

Networks

‘Salect {he radio imerface first, and then enter i7e configurafion parameters.
Radio: () Radio1(5 GHz)
® Radio2 (24 GHz)

vaeNo. Enatie [VLANID | $31 Name 3D Badcst Seury  NACFler Chamel soaton Band Steer
s Wi Assumer 2462 WPAPersongl v Disabled v
Hide Details
WPA Versions: [] WPATKIP ’» WPAZ-AES
Key: (Range: 8-63 Characlers)
7] Show Key as Clear Text
Key Strengih Meter:
Broadcast Key Refresh Rate [35400 Sec (Range: 0-86400, 0 = Disable, Default; 85400)
MFP: [7] Not Required Capable [ Required

[ae || e || oeee |
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Test de connexion
On retrouve bien les deux SSID

ﬁﬁ Wifi Assurmer 2.4Ghz

&ﬁ Wifi Assurmer S5GHz

Parameétres du réseau et Internet

Mode Avion

= 2 i 17:19
t 10°C Eclaircies ) 13/02/2024

Je test le 5GHz.

Wifi Assurmer S5GHz
Sécurise

Entrer la clé de securite réseau
Azerty*22122001% a

Suivant Annuler

arameétres du re u et Intermnmet

Modifier d - rendre une

7 e

Wi-Fa Mode Avion

17:20

W 10°C Eclairdes A~ @@ ) 0,
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